PROTECT PATIENT

SAFETY AND YOUR

ORGANIZATION'S
REPUTATIONI!

Has your organization ever experienced a situation where your primary
mirror member has gone down and the backup member failed to come
up properly? Have you been called in the middle of the night to fix a
down system?

All configuration, security, and other settings of mirror members must
be kept up-to-date manually. It is all too easy to forget to add that new
user or role to the backup member when updating the primary. Did your
system administrators remember to set up a task properly on both mem-
bers? Could your system have a namespace and associated databases
out of sync?

The ramifications from an unsuccessful mirror failover might be small,
like minimal system downtown, or could be much more serious: missing
or misrouted HL7/FHIR messages, potentially compromising patient care
or being non-compliant with HIPAA or GDPR regulations.

JediSoft has the to address your concerns:



What can happen when a mirror failover is unsuccessful?
¢ Manual intervention required, possibly in the middle of the night

¢ System downtime of indeterminate length

+ Interoperability productions do not start properly

¢ Missing or misrouted messages need to be reprocessed

+ Violation of healthcare regulations such as HIPAA and GDPR

¢ Hidden issues that may not be revealed until much later

What can make a mirror failover unsuccessful?

Configuration file (CPF) settings are out of sync

Mismatched security settings: users, resources, roles, and CSP applications
System or user tasks are not set up properly on the backup member
Interoperability production auto-start option is disabled on the backup member
IRIS license has expired on the backup

SSL/TLS certificates are missing or expired

Mismatched SQL table privilege settings

Missing or different xDBC gateway connection definitions

Database encryption keys are missing or different

Different LDAP or OAuth2 configurations

System parameter differences, such as memory allocation (“huge pages”)
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MirrorCompare provides:

# Structured view of a server configuration

+ Difference reports from selected mirror members

¢ Ability to filter out “false positives” from difference reports

+ Periodic alerts of potential culprits, like expiring licenses or certificates

MirrorCompare has a client/server architecture with a flexible and easy-to-use
client interface running on Windows, and a zero-overhead REST server running on
the IRIS hosts that are part of your mirror configuration. Host information is output
in standard JSON format and the data can easily be fed to other systems in your
organization for reporting and other purposes. Use your favorite visual compare
tool when viewing differences between mirror member configurations.

MIRROR
COMPARES

Sleep easier at night with MirrorCompare!

To learn more about MirrorCompare, visit our website at www.jedisoft-us.com




